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Technology White Paper: Energy Management

1 Introduction

Battery life time is an important factor affecting the competitiveness of a mobile device.
Hence, energy is a critical resource in such devices and must be managed effectively.

Energy management is a multi-faceted issue, which affects hardware, systems software and
applications. In this white paper we focus on the systems software, and how it can use
mechanisms supplied by the hardware in order to manage a device’s energy consumption.
Also, we concern ourselves only with the management of energy consumed by the
processor and main memory (RAM). Device energy is an interesting topic of its own and is
beyond the scope of this paper.

The most important hardware mechanisms which allow software to manage the energy
consumption of the parts of the system we are interested in are dynamic voltage and
frequency scaling (DVFS) and processor sleep states. Misconceptions about the effect and
use of these mechanisms abound, and therefore we will discuss the fundamentals of their
use for energy management in Chapter 2.

Virtualization is now firmly entrenched in enterprise computing systems. There are a
multitude of reasons for the strong uptake of virtualization in enterprise computing, most
having to do with saving cost, and energy. However, virtualization is now also taking hold in
the domain of embedded systems. Again, there is a variety of reasons, some similar to the
motivations driving uptake in enterprise computing, some different. In Chapter 3 we will give
an overview of virtualization, particularly as it relates to embedded systems.

Energy is a global resource, and managing it locally will, in general, not produce optimal
results. This means, energy management must be done by, or in cooperation with the
software which controls the physical resources of a system. Normally, this is the operating
system, but in a virtualized system, it is the hypervisor. Moreover, the hypervisor presents a
level of indirection which introduces new degrees of freedom into energy management. We
discuss this in Chapter 4.

© Copyright 2010 Gernot Heiser.All rights reserved. 3



Technology White Paper: Energy Management

2 Fundamentals of Energy Management

2.1 Dynamic Voltage and Frequency Scaling

2.1.1 CMOS power

The CMOS circuits used in modern microprocessors consist of pairs of complementary (n-
and p-channel) transistors connected in series. At a particular logic level, one of these is in
the on, the other in the off state, resulting in minimal current flow (leakage current only).
However, while switching between logic levels, temporarily both transistors are partially on,
leading to a higher current flow.

The amount of charge transferred during a logic switch is approximately constant (a function
of the internal capacitances of the circuitry). As switches of logic levels occur during clock
ticks, the switching current, and hence the power consumed, is proportional to the clock
frequency. The current is also proportional to the voltage. Put together, the power
consumption due to switching of CMOS circuits, called the dynamic power, is given as

Py = CfV?, 2.1)

where f is the clock frequency, V' the circuit supply voltage and C is the sum of the
capacitances of the clocked circuitry. This means that the power consumption of a CMOS
circuit can be reduced by reducing the clock rate. But note that this is only the dynamic
power. The total power consumption includes the leakage currents of the circuits, which
result in a static (clock-independent) power consumption, Py, so the total power drawn by
the circuit is

P = Pyyt + Pign = Py +CfV?, (2.2)

Clocking the circuit at a lower frequency allows reducing the supply voltage. The minimal
safe operating voltage of the circuit is roughly proportional to the clock rate (down to some
minimal voltage which is well above the threshold voltage of silicon, 0.63 V). Where this
proportionality holds, we get a cubic dependence of dynamic power on frequency,

Pygne<f>. 2.3)

It is this strong dependence of circuit power on clock frequency which forms the basis of
managing energy through DVFS.

2.1.2 Classical DVFS Model

The above theory gives us a way for reducing power consumption of a circuit (by throttling
the clock, and at the same time reducing the supply voltage). However, reducing power
consumption is not the objective, the costly resource is energy. Energy is what the data
centre buys from the “power utility”, and energy is what is stored in the battery of the mobile
device. Energy is what must be managed.

Reducing the power drawn by a circuit does not automatically reduce energy consumption,
as a reduced clock frequency will lead to increased execution times. In order to understand
how changes of the clock rate affect energy use, we need to understand how it affects the
overall execution time of a computation. This is where things become interesting.

The classical assumption underlying DVFS, going back at least to Mark Weiser [1], is that
the execution time is inversely proportional to the clock frequency, or

To<l/f. (2.4)
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As the energy consumed by a computation is the product of power consumption and
execution time, E = PT, under the above assumption, the dynamic energy is

Eayn = PagnT<f?/ f = f7, (2.5)

meaning that energy consumption can be dramatically reduced by running the processor
core at the lowest possible frequency.

2.1.3 Reality check: Static power

The simple model of Eq. 2.4, which is frequently assumed in academic research, has a
number of problems. The first of them is that the simple model ignores static power. CMOS
leakage power was low in Weiser’s days, which justified ignoring it. However, in modern
CMOS circuits, based on sub 100 nm processes, leakage power is significant, and can
exceed dynamic power!

Taking leakage power into account can change the situation significantly. With the above
assumption of Te<1/ f, the total energy for a computation becomes

E = Egu+ Eayn = P T + PaynT= const; / f + consty 2. (2.6)

Rather than a simple monotonic dependence on f, the energy becomes a tradeoff between
decreasing dynamic energy and increasing static energy when the clock is throttled. This is
illustrated in Figure 2.1, which shows a hypothetical (although quite realistic) situation where
static power is half of dynamic power at the highest frequency, and the frequency varies by
a factor of four. It shows that energy use actually increases at low frequencies, and the
energy cost of the computation is minimised at some intermediate frequency.

/

| < Edyn Estat E |

Figure 2.1. Total energy when accounting for leakage energy, as a function of core frequency.

2.2 Effect of memory

Static power is not the only spoiler for the naive run-at-lowest-frequency approach. Another
is that the assumption T'e<1/ f is generally not true. The reason is that modern processors,
including embedded ones, are pipelined and their CPU is typically clocked much higher
than main memory (RAM). This means that many instructions stall on memory transactions
(mostly data loads), making their execution time essentially independent of the clock rate.

A more realistic model of a program’s execution time represents the total execution time as
the sum of the time T, taken to execute instructions which only access on-chip resources
(mostly the ALU and on-chip caches), and the time 7., taken to access memory (load,
stores and instruction fetches). The former scales with core frequency, the latter is
independent of the processor clock:

T = Tinem + Teore = constz +consty/ f. (2.7)
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As the static energy of an execution is proportional to the execution time, the same
non-linear relationship applies to the dependency of the execution time on the clock rate.
This is shown in Figure 2.2, which indicates that the contribution to static energy from
memory effects increases the energy cost of running at the lowest frequency.

‘ 4 Emem Ecpu Estat

Figure 2.2. Static energy as a function of core frequency.

The energy consumed by RAM shows a very similar behaviour. RAM power also has a
static component, which is independent of program execution, and a dynamic component,
which is proportional to the number of memory accesses. The static power component of
RAM is small, and, for present systems, negligible [2]. The dynamic RAM power, being a
function of memory accesses by the core, behaves like the static core power, and can
therefore be incorporated into Pyy,. This strengthens the argument that Fyy, is normally too
large to be ignored.

2.3 Sleep states

2.3.1 Race to halt

We have shown that the approach, favoured by academic work, of minimising energy by
running at lowest frequency is naive and fails when static power is significant. The opposite
approach, frequently called race to halt and popular in industry, executes at the highest
frequency until the computation is complete, and then halts the processor. This approach is
based on the assumption that a halted processor consumes negligible energy, and the
earlier the processor is halted, the better. Based on the arguments presented in the
preceding section, a large static power favours the race-to-halt approach.

2.3.2 Powering down

This requires some explanation. Simply halting the clock would reduce the power
consumption to Py, which, as we argued earlier, is significant. How then can race-to-halt
work?

The answer lies in sleep states: when the processor is halted, some or all of the circuitry
can be powered off, significantly reducing static power. This results in what is referred to as
a sleep state, where power consumption is reduced significantly below the normal static
power.

Modern processors typically feature multiple sleep state, distinguished by their (static)
power consumption and the cost to enter and exit them. “Shallow” sleep states can be
entered and exited very quickly (typically 1-5 clock cycles) but still draw considerable power
(although less than the “normal” static power). “Deep” sleep states consume considerably
less power, but are expensive to enter or exit (in terms of time and energy): transitioning in
or out of them can take milliseconds (millions of cycles!)

Clearly, this presents a new trade-off: Halting the processor may or may not be beneficial,
depending on the duration of halting, and the depth of the sleep state chosen.
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2.3.3 Counting all energy

If the sleep-state power is not negligible (as is typically the case in shallow sleep states
which are fast to enter and exit), then it must be accounted for somehow. How?

If we can assume a fixed workload (which is the appropriate scenario in many systems,
particularly mobile devices) then the correct figure of merit is normally the energy used to
execute a fixed workload over a fixed period of time, where the system goes to sleep
whenever there is no work to be done. Real-time issues are beyond the scope of this paper,
so we assume that the total time period is at least as long as the complete execution time at
the lowest frequency. (If this was not the case, the use of the lowest frequencies would have
to be restricted, and energy management would be further complicated by the need to
maintain deadlines.)

Any left-over time will simply be spent in a sleep state, so without restricting generality, we
can assume that the total time period is equal to the longest execution time, i.e. at the
lowest frequency. (Note that this ignores the fact that when running faster, the total sleep
time is longer, and it might pay off to enter a deeper sleep state than otherwise. Hence our
assumption might lead to a slight over-estimation of the energy used at the highest
frequency.)

What this means is that for a fair comparison, we need to compare total energy for the
longest execution time, 7j. The total energy use for an execution running at a higher
frequency and finishing after time T < Ty will be

E = Edyn + Egtac + Esleep = Edyn + Egia + Psleep(TO - T) (2.8)

where Pyep is the power consumed by the sleep state. In other words, we need to “pad” the
execution time with the sleep time.

2.4 Beyond models: Measuring real systems

With so many assumptions involved, it is important to see how real systems behave. This
requires running a range of benchmarks on a real system and measuring the actual
execution time and energy usage (with a wattmeter) for a range of different settings. This
has been done [3] and we summarise some of the results here.

Figure 2.3 clearly shows that for a CPU-bound task, the number of cycles is independent of
clock frequency, which is exactly the assumption behind Eq. 2.4.

3
2.5 Memory-bound
2
S 2
3 CPU-bound
ol5
9]
|
0'200 900 1200 1500 1800

CPU Frequency (MHz)

Figure 2.3. CPU cycles as a function of clock frequency for memory-bound and CPU-bound
tasks.

However, we also see that a memory-bound task behaves completely differently: the
number of clock cycles is exactly proportional to the clock frequency, which means that its
execution time is independent of the clock rate. This is totally at odds with Eq. 2.4.

The actual energy use of the two tasks is shown in Figure 2.4. We can see that the two
processes behave nowhere near as predicted by the naive model. The memory-bound
process at least follows the prediction in that it consumes least energy at the lowest
frequency, and most energy at the highest frequency.

It is the other way round for the CPU-bound task. Its minimal energy consumption is at the
highest frequency, while at the lowest frequency its energy consumption is maximised.
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Figure 2.4. Total energy used for execution of CPU-bound and memory-bound task.

Clearly, the naive DVFS approach fails catastrophically in this case, while race-to-halt looks
attractive! This is somewhat ironic, as the CPU-bound process is the one for which Eq. 2.4
holds. The reason the naive model breaks down anyway is that it ignores static energy,
which is significant on this platform.

However, this is not all yet. As we argued above, for a fair comparison, we really need to
compare energy use for a fixed execution time (that at the lowest frequency) and add the
idle energy consumed by the faster runs. This is shown (for the CPU-bound process only) in
Figure 2.5, for a number of different sleep states

2000 High-power idle state /O/o’"’/O/M

1400

Energy (J)

P —————y

Low-power idle state

80

900 1200 1500 1800
CPU Frequency (MHz)

Figure 2.5. Total (padded) energy used for a fixed period for execution of CPU-bound and
memory-bound task.

We can see that the depth of the sleep state matters a lot. A really deep sleep state draws
almost no power, and padding makes no difference (so the lowest curve in this graph is the
same as the CPU-bound curve in Figure 2.4). Race-to-halt is then the right approach for the
CPU-bound task. In contrast, a shallow (high-power) sleep state consumes significant
energy, and the minimal energy is achieved at the lowest frequency, as predicted by the
naive model (although for the wrong reasons).

Even more interesting, intermediate sleep states result in the energy consumption being
minimised at some intermediate frequency, which is at odds with both the naive DVFS as
well as the race-to-halt approach!

Note also that the deepest sleep state shown in the graph is purely hypothetical, the actual
hardware platform did not offer such a deep sleep state, and therefore run-to-halt never
wins on the real hardware.

2.5 Energy management is difficult!

The above data, obtained from measurements on real systems, show that optimal energy
management is far more difficult than is widely believed. In particular, we can learn the
following lessons:

Naive models don’t work. As we have seen, both the naive DVFS approach as well as
the simple race-to-halt approach can fail catastrophically, leading to a maximisation
rather than a minimisation of the energy consumed by a computation.

The policy needs to take application behaviour into account We have clearly seen that
memory-bound and CPU-bound tasks behave radically differently under frequency
scaling. What is good for one can be bad for the other. Tasks which are neither
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completely CPU-bound nor completely memory-bound exhibit a behaviour which is
somewhere between these extremes. The system must “know” what kind of
application is running in order to manage energy. How?

The system must monitor workload behaviour to adjust its energy-management policy.
In an open system, such as a phone, the workloads and their behaviour cannot be
determined a priori, and must therefore determined dynamically, at run time. This is
possible with the use of performance counters [3, 4].

Energy management must be done by, or with support of, privileged software. This
goes without saying: only the privileged software in control of hardware resources,
normally the operating system (OS), can control the energy-management settings of
the hardware, and collect the data needed to characterise application behaviour.

We will return to some of these points in the context of virtualization.

© Copyright 2010 Gernot Heiser.All rights reserved. 9
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3 Virtualization

3.1 Basic concepts

Virtualization provides a virtual machine, which is an efficient, isolated duplicate of a real
machine [5]. This allows multiple virtual machines to co-exist on a single physical machine.

Applications

Apps Apps

Processor Processor

Figure 3.1. Physical machine (left) and virtual machines (right).

This is shown in Figure 3.1. Each virtual machine (VM) runs its own software stack,
including an OS (called the “guest OS”) just like a physical machine. The virtual machine
abstraction is provided by a software layer called the hypervisor.

The hypervisor is in control of all the physical resources in the system. The VM sees virtual
resources, which are mapped by the hypervisor on (part of) the physical resources (CPU,
memory, interrupts, devices). By controlling this mapping, the hypervisor manages the VMs
and securely multiplexes the hardware resources between them. This requires that the
hypervisor is more privileged than the guest OS. The latter is either completely
de-privileged (running in user mode) or, if the hardware provides more than two privilege
levels, may run at intermediate privilege.

The main use of virtualization is running multiple OS environments. In server virtualization,
this is typically multiple copies of the same OS, each providing a different service. VMs
there provide QoS isolation between these services similar to separate hardware but
without the expense. This use case is called server consolidation.

In embedded systems, the motivation is often different. Subsystems of an embedded
system need to cooperate, so QoS isolation is not normally a driver (although protecting the
rest of a system from a compromised outward-facing subsystem frequently is).
Virtualization in embedded systems is more frequently characterised by the co-existence of
heterogenous OS environments, providing different aspects of the overall system mission.
A typical example is the co-existence of a high-level (and frequently open) “application OS”
running user-facing applications, with a real-time OS (RTOS) running time-critical code. A
representative of such a scenario is a mobile phone, with a smartphone OS providing the
user interface, and an RTOS supporting the modem function.

© Copyright 2010 Gernot Heiser.All rights reserved. 10
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3.2 Energy management in a virtualized system

We observed in Section 2.5 that the global resource energy must be managed by the most
privileged software. In a virtualized system, this means the hypervisor. Individual guests do
not have a global view of energy and can therefore not manage it optimally.

While the hypervisor must be involved, energy management must be all implemented inside
the hypervisor. In fact, guest OS and hypervisor should cooperate in managing energy
(although the guest may not realise that it is not in control). This is achieved by the
hypervisor virtualising the hardware’s energy management mechanisms. Each guest uses
these to signal its intentions to the hypervisor, and the hypervisor uses these as inputs to its
global management policies.

Applications Applications

0s 0s Power
management
policies

Processor

Figure 3.2. Policy-mechanism separation for managing energy of a virtualized system.

Furthermore, the policies themselves need not be implemented inside the hypervisor. In
fact, it is preferable to keep policies completely out of the hypervisor. Instead, management
should be left to an unprivileged policy module, which is given access to the guests’
intentions as well as the actual energy-management mechanisms of the hardware. This is
shown in Figure 3.2, and is the approach used by the OKL4 Microvisor, the virtualization
solution from Open Kernel Labs.

© Copyright 2010 Gernot Heiser.All rights reserved. 11
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4 Energy Management in Multicores

Multicore processors are now appearing in embedded systems. They provide new
challenges as well as opportunities for energy management, and virtualization provides an
excellent way of dealing with them.

For one, virtualization allows transparent migration of activities off lowly-loaded cores,
reducing the number of active cores and transitioning unneeded ones into (deep) sleep
states. This is particularly attractive where subsystems are mapped to their “own” cores.
The hypervisor can detect when the total load of a subsystem is low enough to consolidate
it onto a shared core (and reversing this when processor demand increases). This is shown

in Figure 4.1.

VCPU  VCPU  VCPU  VCPU

c cru o o o’

Figure 4.1. Managing energy by temporary core consolidation.

Of course, the same could be achieved in the OS (assuming that all cores are under control
of the same OS). However, there are several reasons why it is preferable to run a hypervisor
on multicore processors.

Firstly, existing OSes are large, monolithic pieces of software, which are difficult to adapt to
new challenges, such as shutting down individual cores for energy management.
Furthermore, manufacturers often have to deal with multiple OSes for different segments of
their product portfolio. For example, many manufacturers of smartphones sell devices
running Android as well as Windows- or Symbian-based handsets. This means that multiple
OSes must be adapted to new scenarios. Alternatively, virtualising all systems allows
adding support for multi-core energy management to the (single) hypervisor, which is
simpler and less expensive.

Secondly, with a growing number of cores we can expect that designers will tie individual
cores to particular subsystems. These need to run their own OS environment. In such a
case, the hypervisor not only protects subsystems from faults in other subsystems. It also
becomes the only software with the global knowledge required for effective energy
management.

Finally, we can expect that in the medium term, systems will not support per-core DVFS.
The reason is that the implementation of cache coherence across multiple cores becomes
complex and expensive if those cores run at different clock frequencies. While a number of
recent ARM multicores do support per-core DVFS, we consider it highly likely that with
increasing number of cores, at least groups of cores will run at the same frequency, a trend
which is already visible in server platforms. This again requires an entity with a global view
of energy use in order to determine an optimal setting.

© Copyright 2010 Gernot Heiser.All rights reserved. 12
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5 Conclusions

We have discussed the challenges of managing energy use in modern open systems. We
have found that simple models, such as always running at the lowest possible frequency
(popular in academia) or race-to-halt (frequently deployed in industry), generally do not
work. Effective energy management requires real-time characterisation of workloads, and
an understanding of hardware-specific tradeoffs.

We have also found that energy management must be done at (or in collaboration with) the
most privileged software layer. We found that there are several reason why it is best done in
a global policy module, with support of an energy-aware hypervisor. There are good
reasons why in the future of multicores, this is the only effective way to manage energy.
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